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Day 54 — Real time statistic Aggregation and drill- down

Testing Challenge:

In a complex network, it's common that configured s ervices do not work the
first time, usually due to configuration mistakes, or because devices in the core
of the network have new features and naturally cont ains bugs.

The challenge Test Engineers face is how to quickly prove that the configured
service is working or not, and how to isolate the t roubled spot among
thousands of customers VPNs with tens of thousands of sites and millions of
routes.

Many test vendors claims support of millions of tra ckable flows but the number
makes sense only if all configured flows are workin g as expected. In the
presence of bugs and mis-configurations, more track able flows actually cause
more headaches. The test engineer has to page throu gh these flows to find the

problem in the Customer VPN, the route, or the flow

IXNetwork 5.40 Solution:

IXNetwork 5.40 presents a unique and innovative way to allow simultaneous
tracking of multiple fields within the packet (such as Traffic Item, VPN ID, route,
and flow ,toname afew ). The results are initially presented in an aggreg ated
statistic view  at the Traffic Item Level, with the further abilit y to “drill down”

into each tracked item to quickly, easily, and prec isely find the problem.

Multiple levels of drill-down are also supported.

From its highest level, the user can instantly tell if the configured service is
working or not. For example, first look at the Tx/R x/Loss packets at the
aggregated Traffic Iltem statistics. If no problems exist, there is no need to
further drill down. However, if problems do occur, the user can drill down
within the Traffic Item to a more granular level, f or example to the customer
VPN level. Once the troubled VPN is identified, the user can drill even further to
all VPN sites within the given VPN, and then again to routes and flows within
the given VPN site. Based on the information availa ble at each level, one can
quickly determine the root cause of failure, withou t having to go through pages

and pages of traffic flows.
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This presents a systematic and scalable way of test ing while provide zoom-in
capabilities.
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1. Initially select high level tracking options to cov er entire setup with as
many traffic items as needed for the test setup.

Ut

Flow Groups for all Traffic Items ——————— 10,700,134,41:02:15-Ethernet ———
= 2
= Transmit State Tx Port Enc?dp;;!;atlnn Endpoint Set Traffic Ikem Mame
1 vl @p MW 10,200.134,... EthernetIL... EndpointSet-1| LDP ¥PLS PE==3>CE
z @r nn 10,200,134.... Ethernet IL... EndpointSet-1{ LDP YPLS CE==:PE
5 @p mm| 10.200,134,... Ethernet IL... EndpointSet-1| BGP WPLS PE==3CE
4 @k | 10.200.134.... EthernetIL.... EndpointSet-1| BGP WPLS CE==>FE
5 @k mm| 10.200,134.... Ethernet IL... EndpointSet-1| L3YPN PE==:=CE
& @r nn 10.200.134.... Ethernet IL... EndpointSet-1| L3YPN CE==3>PE
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2. Examine the results from aggregated Traffic Iltem st ats and if there are
no problems, then no need to further drill-down. If however, some
traffic items present persistent loss, there is a n eed to go deeper to find
the troubled spot.

Example: Drill down from Traffic Item to Traffic Gr oup ID (aka per-VPN)
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3. Each tracking option presents detailed view of stat istics and it gives the
user the most precise info for the troubled routes within a given VPN
site (for example).

All of the different tracking options allow every t echnology and test the ability
to “drill down” into the problem from any angle.

Example: Drill down from Traffic Item to MPLS label s within the Traffic Item.
Then drill down again from MPLS labels to Destinati on IP address if desired.
Just about every “Drill Down” combination is suppor ted.
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Note: While multiple simultaneous tracking options are s upported, there are
not enough hardware resources to turn on ALL tracki ng options at the same
time.

Use the Resource bar shown at the bottom of the Adv anced Wizards ->Flow
Tracking page to understand the resources consumed by the Flow (Ingress)
tracking. Alternatively, enable/disable traffic ite ms (as needed)
Conclusion:

IXNetwork 5.40 introduces multi-field tracking and aggregated drill-down
statistics views that gives users a systematic and scalable way of
troubleshooting network problems in real time. Netw ork test engineers have
never been so empowered by a feature like this to “ drill-down” into trouble

areas with precise control.
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